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Change Log

Date Change Description

2016-12-15 Added FortiToken Mobile 4.0 new feature information: PUSH notifications and Touch ID.
2016-10-04 Added information regarding FortiToken authentication with no Internet.
2016-08-22 Clarified CLI command information regarding activation code expiry.

Added information regarding FortiToken deployment in an HA cluster with multiple

A= FortiGate/FortiAuthenticator units.

2016-06-06 Added video link to the configuration example "IPsec VPN two-factor authentication with
FortiToken-200".

Added information in Reference section regarding FortiToken provisioning with

AL FortiAuthenticator REST API.

2016-05-12 Added video link to the configuration example "Captive portal WiFi access with FortiToken-

200"
2016-03-24 Initial release. This release combines previous related FortiToken documentation into a
single resource.
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Introduction

FortiTokens are security tokens used as part of a two-factor authentication system on FortiGate/FortiOS and
FortiAuthenticator devices. The token produces a temporary six or eight digit (configurable) code that is used to
prove one's identity electronically as a prerequisite for accessing network resources. There are many types of
hardware and software based tokens, sometimes referred to as dongles, key fobs, authentication tokens, USB
tokens, and cryptographic tokens.

FortiToken is available as either a physical or a mobile token, as described below.

For the purposes of this document, FortiOS version 5.4.0 build1011 (GA) and FortiAuthenticator version v4.2
build0143-20161101-patch00 (GA) was used.

Physical token

FortiToken-200: These physical tokens display their code on the device itself, and provide two-factor
authentication for RADIUS, LDAP, and 802.1X wireless authentication, as well as Fortinet Single Sign-on (FSSO).
This kind of two-factor authentication improves security by moving away from use of static passwords.

FortiToken-200 can only be transferred from one FortiGate or FortiAuthenticator device to another by
contacting customer support.

< ! - When contacting customer support, you must provide the FortiToken serial number,
q as well as the FortiGate or FortiAuthenticator serial number to which the token is
- assigned.

FortiToken-200CD: These tokens provide the same authentication properties as FortiToken-200 devices, however
they come with an activation CD. The CD contains the token seed files which are installed to the FortiGate or
FortiAuthenticator, and is used to easily import multiple FortiTokens at once.

Because the token seed files are stored on the CD, these tokens can be registered on multiple FortiGates
and/or FortiAuthenticators but not simultaneously.

FortiToken-220-Edge: These tokens provide the same authentication properties as FortiToken-200 devices,
however they come in a convenient mini credit card form factor. The FTK220 uses NFC technology so you have the
option to program the seeds for your Edge on your own using our programmer application on your smartphone.

Mobile token

FortiToken Mobile: These tokens produce their codes in an application you can download to your Android oriOS
device that is used just like a FortiToken-200 but without the need for a physical token. FTM uses push technology
S0 you can receive login attempt notifications on your smartphone or tablet and verify the login with a single tap.

For the purposes of this document, FTM iOS version 4.0 was used.

How this guide is organized

This guide contains the following sections:

FortiToken Comprehensive Guide 5
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How this guide is organized Introduction

Administrator guide

« Setting up FortiToken Hardware

« Registering and provisioning FortiToken Mobile tokens
o Deactivating a FortiToken

« Considerations

Configuration examples

o Example - Two-factor authentication with captive portal

« Example - IPsec VPN two-factor authentication with FortiToken-200

« Example - Captive portal WiFi access with FortiToken-200

« Example - FortiToken two-factor authentication with RADIUS on a FortiAuthenticator
« Example - Third-party token activation with Google

Reference

o FortiToken platform scalability
o Drift adjustment
« Diagnosing FortiToken on the FortiGate

6 FortiToken Comprehensive Guide
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Administrator guide

The following sections demonstrate how to set up FortiToken support for your end users on either a FortiGate or
a FortiAuthenticator.

Setting up FortiToken Hardware

The following steps are required to add FortiToken two-factor authentication to a user on the FortiGate or
FortiAuthenticator:

« Registering FortiToken-200/200CD/220-Edge
« Assigning the FortiToken to the user

Ay
S L4
? The FortiGate must also have a FortiGuard subscription to support FortiToken.

Registering a FortiToken

The following steps show how to register a FortiToken-200, FortiToken-200CD, and FortiToken-220-Edge on a
FortiGate and FortiAuthenticator.

On the FortiGate

1. Goto User & Device > FortiTokens and select Create New.
2. Set Type to Hard Token and enter the FortiToken serial number in the Serial Number field, then select OK.

s‘ ! ', If you have several FortiTokens to add at once, you can list their serial numbers in a
? text file and select Import. Each serial number must be listed individually per line of
- text.

3. Wait for the FortiGuard to validate your FortiToken’s serial number. When you first enter the serial number, its
status is listed as Pending. When FortiGuard validates the serial number, the status changes to Available.

Follow the same procedure above for both FortiToken-200 and FortiToken-220-Edge units.

For FortiToken-200CD:

1. Insert the activation CD labeled FortiToken-200 Activation File.

2. GotoUser & Device > FortiTokens and select Create New. Set Type to Hard Token and select Import.
3. Select Seed File, browse to the CD and select the .FTK file, then select OK.

4. Each FortiToken will be installed and activated.

FortiToken Comprehensive Guide
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Registering and provisioning FortiToken Mobile tokens Administrator guide

On the FortiAuthenticator

1. Goto Authentication > User Management > FortiTokens and select Create New.

2. Set Token type to FortiToken hardware and enter the FortiToken serial number in the Serial numbers field,
then select OK.

Ay
‘?' If you have several FortiTokens to add at once, you can select Import Multiple and
import by Serial number file, Seed file, or FortiGate configuration file.

For FortiToken-200CD:

1. Insert the activation CD labeled FortiToken-200 Activation File.

2. Goto Authentication > User Management > FortiToken and select Import. Set File type to Seed file,
browse to and select the .FTK file on the CD, and select OK.

3. Each FortiToken will be installed and activated.

Assigning a FortiToken to a user

The following steps show how to assign a FortiToken to a user on a FortiGate and FortiAuthenticator.
On the FortiGate

1. Goto User & Device > User > User Definition and edit a user.
2. Enable Two-factor Authentication and select the FortiToken from the list. Select OK.
3. Gobackto User & Device > FortiTokens to confirm that the FortiToken is assigned to the user you edited.

On the FortiAuthenticator

1. Go to Authentication > User Management > Local Users and edit a user.

2. Enable Token-based authentication, select FortiToken, and select the FortiToken from the dropdown menu.
Select OK.

3. Go back to Authentication > User Management > FortiTokens to confirm that the FortiToken is assigned to
the user you edited.

Registering and provisioning FortiToken Mobile tokens

To deploy FortiToken Mobile for your end users, you must first register the tokens on your FortiGate or
FortiAuthenticator. After registering the tokens, you can assign them to your end users.

Platforms that support FortiToken Mobile:

Platform Device and Firmware support

Android « Smartphones and tablets
« Firmware version Jellybean 4.1+

FortiToken Comprehensive Guide
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Administrator guide Registering and provisioning FortiToken Mobile tokens

Platform Device and Firmware support

« iPhone, iPad, and iPod Touch
o Firmware version iOS 6.0+

iOS

Windows Phone « Windows 10 Mobile, Windows Phone 8.1, and Windows Phone 8.

You will need a certificate to register FortiToken Mobile. There are two options for getting FortiToken Mobile
certificates for use on your authentication server: FortiToken Mobile Redemption Certificate, and FortiToken
Mobile Free Trial “virtual” certificate.

For each FortiToken Mobile purchase, you will receive a physical redemption certificate. Scratch off the
designated area of the redemption certificate to reveal the 20-digit activation code.

Each FortiGate or FortiAuthenticator device also comes with a trial license for two free trial tokens. The device
must be registered with FortiCare to retrieve the tokens. The certificate code to use for the free trial FortiToken
Mobile tokens is 0000-0000-0000-0000-0000.

The registration process is the same for the Redemption Certificate and the Free Trial Tokens:

1. The authentication server administrator enters the certificate activation code from the Redemption certificate.

2. The authentication server sends the activation code to the FortiToken Mobile provisioning server, which validates
the request, registers the FortiToken Mobile license, and sends the FortiToken Mobile serial numbers back to the
authentication server.

Enter FTM FIM led _—
certificate number ( : installe
?leitﬁm?r I I l provisioning
( min) service
FortiGate
or
FortiAuthenticator

The provisioning process includes the following steps:

1. AFortiToken Mobile token must be assigned to the user by an authentication server administrator.

2. The authentication server notifies the provisioning server that the token has been assigned for subsequent
activation and receives back an activation code to forward to the end user.

3. The end user will receive an activation notification via email or SMS, depending on how the authentication server
is configured.

After registering the FortiToken Mobile on the mobile device, the end user can activate the token anytime
within a configurable provisioning time period and begin generating their six-digit authentication codes.

FortiToken Comprehensive Guide 9
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Registering and provisioning FortiToken Mobile tokens Administrator guide

[ —+:::]
([T
(D FTM
— | provisioning
M0/ service
Provisioning Activation
request request

Assign FTM Activation Email
to user I I l GE or SMS
Customer FortiGate End User
(IT Admin) or

FortiAuthenticator

PUSH Notifications

The release of FortiToken Mobile 4.0 updates the application to support PUSH notifications and Touch ID as an
optional choice over using a PIN, allowing an extra layer of security.

PUSH notifications are used to send alerts to the end-user’s device each time a login request is made. The alert
contains information about the login attempt, for example the location from which the attempt originated. The
user simply taps to approve or deny the request. If approved, a new OTP is automatically generated and sent by
FortiToken Mobile to transparently authenticate the end-user in the background. If denied, FortiToken Mobile
automatically sends an alert to the System Administrator.

The manual OTP authentication method is still available in case the end-user cannot or does not wish to use
PUSH.

Ay
‘Q' When upgrading, users will see a request to allow notifications. This is required for
PUSH notifications to work.

Registering FortiToken Mobile

10

The following steps show how to register FortiToken Mobile on a FortiGate and FortiAuthenticator.

On the FortiGate

Locate the 20-digit code on the redemption certificate.
Go to User & Device > FortiTokens and select Create New.

Select Mobile Token, and enter the 20-digit certificate code in the Activation Code box.
Select OK.

o nh =

FortiToken Comprehensive Guide
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On the FortiAuthenticator

Locate the 20-digit code on the redemption certificate.
Go to Authenticaton > User Management > FortiTokens and select Create New.

Select FortiToken Mobile, and enter the 20-digit certificate code in the Activation codes box.
Select OK.

o nN =

Provisioning FortiToken Mobile

To ensure messaging functions properly, you must configure the messaging server, configure users to receive
messages from the server by email or SMS, and use the FortiToken Mobile token.

The following steps show how to provision FortiToken Mobile for a user on a FortiGate and FortiAuthenticator.

On the FortiGate

Go to System > Advanced.

Configure the server under Email Service as required (note that port 25 is the default port).

Go to User & Device > User Definition.

Edit the user you wish to assign the FortiToken Mobile.

Select Enable Two-factor Authentication and select the FortiToken Mobile from the dropdown menu.

Under Contact Info, enable Email Address or SMS, enter the user's contact information, and select Send
Activation Code Email or Send Activation Code SMS.

The user will receive the activation code by the method specified.

A

7. Open the FortiToken Mobile application and go to Add account > Enter Manually > Fortinet.
8. Enter your email address, enter the activation code you received, and tap Add account.
Your token will activate and start generating codes.

) ! /. Alternatively, use the attached QR code if you chose to have your activation code sent
? to you by email. Activate the token with the Scan Barcode option instead of Enter
- Manually.

Activation CLI

The activation code will expire after a configurable time period. To configure the time period for FortiToken
Mobile, use the following CLI command:

config system global
set two-factor-ftm-expiry <time-in-hours>
end

To configure the time period for physical FortiTokens, use the following CLI command:

config system global
set two-factor-ftk-expiry <time-in-hours>
end

The time-in-hours value should be in the range of 1 to 168.

FortiToken Comprehensive Guide 11
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A\,

‘Q' The CLI command above should be used instead of set activation-expire
under config user fortitoken.
\‘ ! 'l
q The CLI command set activation-code, underconfig user
fortitoken, cannot be used/set by the administrator.

On the FortiAuthenticator

1. Goto System > Messaging > SMTP Servers and select Create New.
2. Configure the server as required:

Name Enter a name to identify this mail server on the FortiAuthenticator unit.

Server name/IP Enter the IP address or Fully Qualified Domain Name (FQDN) of the mail
server.

Port The default port is 25. Change it if your SMTP server uses a different port.

Sender email address Enter the email address that will appear when sending an email from the

FortiAuthenticator unit.

Secure connection For a secure connection to the mail server, select STARTTLS from the
drop-down list. Note that the necessary CA certificate must be imported for
STARTTLS to work.

Enable authentication Select if the email server requires you to authenticate when sending an

email. Enter the Account username and Password if required.

3. Goto System > Administration > FortiGuard.

4. Under FortiToken Mobile Provisioning, ensure that the Activation timeout period is set. This is the time
period in hours (1 to 168) in which the end user must activate the token before having to re-provision the token.

5. Go to Authentication > User Management > Local Users and select Create New.

6. Inthe Password creation dropdown menu, select No password, FortiToken authentication only, and select
OK.
Note: Only after you select OK can you specify a token and enter contact information for the user.

7. Once created, the user account will become disabled. You must associate a FortiToken and re-enable it.
Deselect the Disabled radio, and select Token-based authentication. Choose to deliver the token by
FortiToken and select an available FortiToken Mobile token from the dropdown menu.

8. Under User Information, enter the user's Email address. You may also enter their Mobile number.
9. Select OK.

Deactivating a FortiToken

You can deactivate a FortiToken by removing the token from the user to which it is assigned.

12 FortiToken Comprehensive Guide
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On the FortiGate

1. Goto User & Device > User Definition, and edit the user for which you want to deactivate the token.

2. Deselect Enable Two-factor Authentication, and select OK.
The token will be removed from the user's Two-factor authentication column. The user will also be removed
from the token's User column, under User & Device > FortiTokens.

On the FortiAuthenticator

1. Go to Authentication > User Management > Local Users, and edit the user for which you want to deactivate
the token.

2. Deselect Token-based authentication, and select OK.
The token will be removed from the user's Token column. The user will also be removed from the token's User
column, under Authentication > User Management > FortiTokens.

Considerations

The following information clarifies a few factors regarding different FortiToken deployments.

FortiToken authentication with no Internet
The following consideration is applicable to FortiOS 5.0+.

FortiTokens (excluding FortiToken-200CD) store their encryption seed files in the FortiGate or FortiAuthenticator
unit they are assigned to. Their FortiTokens will continue to generate token codes. Therefore,
FortiGate/FortiAuthenticator units can validate token codes and provide two-factor authentication even if they
have lost access to the Internet.

Note that FortiToken Mobile needs access to FortiGuard for all management changes (such as token assignment
to users). Once assigned, these tokens will work even if the FortiGate/FortiAuthenticator has no Internet access.
However, FortiToken-200 user assignment without Internet access is possible.

FortiToken seed files

Both FortiToken Mobile and physical FortiTokens can only be registered to a single FortiGate or
FortiAuthenticator unit. However, FortiToken-200CD seed files are stored on the CD, which means these tokens
can be registered on multiple FortiGates and/or FortiAuthenticators, but not simultaneously.

HA clustering with FortiToken

In the case of setting up a High Availability (HA) cluster with multiple FortiGate/FortiAuthenticator units, you must
register and apply your FortiToken licenses to the primary FortiGate unit. This can be done either before
configuring the unit for HA operation, or after. After HA is configured, all tokens are replicated across cluster
members. Because of this, you only need one FortiToken license per HA cluster. This is applicable for both
FortiGate and FortiAuthenticator units.

To learn more about HA clustering, see the FortiOS High Availability guide.

FortiToken Comprehensive Guide 13
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Configuration examples

The following section showcases a few FortiToken configuration examples, including:

« Example - Two-factor authentication with captive portal

« Example - IPsec VPN two-factor authentication with FortiToken-200

« Example - Captive portal WiFi access with FortiToken-200

« Example - FortiToken two-factor authentication with RADIUS on a FortiAuthenticator
o Example - Third-party token activation with Google

14 FortiToken Comprehensive Guide
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Configuration examples Example - Two-factor authentication with captive portal

Example - Two-factor authentication with captive portal

M&lde island

aaaaaa

I | l Captive Portal
Internet

FortiGate

User  FortiToken
Mobile

In this scenario, you will set up a FortiGate to require users on an internal network to use two-factor
authentication with FortiToken Mobile through a captive portal to access the Internet.

The captive portal will be added to the FortiGate's internal interface and you will customize the portal by changing
the login page appearance and adding a new image.

This scenario assumes that you have already added an Internet access policy, that you have added FortiToken
Mobile to the FortiGate, and the elainemarley user is a member of the FortiToken user group named FTK-
users.

1. Enabling FortiToken for elainemarley

Go to User & Device > User Definition and edit elainemarley.

Select Enable Two-factor Contact Info

¥ Email Address

AUthentlcatlon and SeIeCt the ¥ SMS Country/Region [United States/Canada
FortiToken Mobile from the dropdown Phone Number .1 613-261-4208 & Send Activation Code SMS

abristow@fortinet.com & Send Activation Code Email

menu. ¥ Enable Two-factor Authentication
Token [FTKMOB6275983EB4 -

Under Contact Info, enable Email ¥/ Add this user to groups FTiCusers )
Address or SMS, enter elainemarley's * foneel
contact information, and select Send

Activation Code Email or Send

Activation Code SMS. The internal

network user will receive the activation

code by the method specified.

FortiToken Comprehensive Guide 15
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Example - Two-factor authentication with captive portal Configuration examples

2. Adding a user account to FortiToken Mobile

Open the FortiToken Mobile application

and go to Add account > Enter & FortiToken Mobile

Manually > Fortinet.
Welcome to Fortinet Token App

Scan or enter the key to add token

Scan Barcode Enter Manually
=:RTINET.

Use the Scan Barcode option to scan
the attached QR code if you received € Manual account
your activation code by email instead of eyt
SMS.

Fortinet

3RD PARTY ACCOUNTS

Other

16 FortiToken Comprehensive Guide
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Configuration examples Example - Two-factor authentication with captive portal

Enter your email address, enter the
activation code you received, and select @ Add account
Add account.

Fortinet

user@example.com

abcd efgh ijkl mnop

Add account

The token will activate and start

generating codes. € FortiToken Mobile

- a* -y e -

244239

Fortinet FortiToken

Expires in 52 seconds

Secured by Fortinet

F::RTINET

FortiToken Comprehensive Guide 17
Fortinet Technologies Inc.


http://cookbook.fortinet.com/wp-content/uploads/FortiToken/cap por 2FA w FTM/FTM-3.png

Example - Two-factor authentication with captive portal Configuration examples

3. Editing the internal interface

Go to Network > Interfaces and edit Admission Control

the internal interface. Security Mode Captive Portal v
Authentication Portal External

Under Admission Contl'ol, set User Groups FTK-users o|O

Security Mode to Captive Portal.

Set Authentication Portal to Local,
and set User Groups to FTK-users.

4. Customizing the captive portal login page

Got s 1 >R pl t [ Manage Images [ Q Extended View
o 0 ys em e acemen Name Description Modified
H H Authentication (6)
Messages. Under Authentication,
. Email Collection Replacement HTML for email collection page
select Login Page_ Emil Colcton valld Emai Replacement HTML for emai collection page ate user enters vald emai
Fortoken Pege Replcement HTML forForToken authenticationpge
Login Failed Page Replacement HTML for authentication failed page
. . . Login Page Replacement HTML for authentication login page
Two panels will open showing the login secrity()
. . Application Control Block Page Replacement HTML for application control block page
page that users will see when attem pting DLP Block Message Replacementtet for DLP bock message
OLP BlockPage Replcement HTMLfor DLP block page
to browse the Internet, and the HTML 0me B S ——ryr

format. F::RTINET

Authentication Required

You can customize the login page, such
as border color and thickness, using the
HTML panel. When finished, e

select Save, then select Manage
Images > Create New.

Enter a name for the new replacement New Replacement Image

image, select a Content Type (select
from GIF, JPEG, TIFF, or PNG), and Mame Example
upload an image file of your choice (in
the example, Mélée-Island.png).

Please enter your credentials to continue.

Username:

Content Type | pnG »

Upload : AlEal
Note that yourimage must be 24 KB or I—lm-":":ISE File | M&lee-Island.png
less. Maximum image size is 24 KB.
oK Cancel

In the HTML panel for Login Page, scroll down to the logo, and configure the HTML as follows:

}.logo{
background: #eee center 5px url ($%$IMAGE:Example%%) no-repeat;
padding-top:110px; }

Make any other changes you wish.

18 FortiToken Comprehensive Guide
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Configuration examples Example - Two-factor authentication with captive portal

@ Save B Restore Defautt

The new logo will replace the old image,

S
as shown here. Mélée Island
—

Please enter your credentials to continue.

Username:

Password

Under Authentication, select FortiToken Page and make the same customization changes made for the

login page.

5. Results

Internal network users will be redirected —
to the captive portal login page when t .
attempting to browse the Internet. Mélée Island

Enter elainemarley's user credentials.
You will then be prompted to enter a

FortiToken Code. Enter the code and
select Continue. Username: | elainemarley

Please enter your credentials to continue.

Password: eeessasse

Continue

—

EMélée Island §

| —

Please enter your credentials to continue.

Token Code: 244230

Continue

The user is now successfully [=] undetected (1)

authenticated and has access to the 8 [ Un-Registered (1)
Internet. @D 10.10.100.1 elainemarley 10.10.100.1

To verify the elainemarley's connection,
go to Monitor > FortiClient Monitor.
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Example - IPsec VPN two-factor authentication with FortiToken-200 Configuration examples

Example - IPsec VPN two-factor authentication with FortiToken-200

I ‘ \ ‘ fnternet

FortiGate

FortiToken 200
Internal Network

In this scenario, you will configure two-factor authentication using a FortiToken-200 for IPsec VPN connections.

This configuration assumes that you have already created a user (elainemarley) and a user group (FTK-users).
You will add a FortiToken-200 to the FortiGate, assign the token to the user, and add the user to the group. You
will then use the Wizard to create an IPsec VPN tunnel that allows FortiToken-200 users to securely access an
internal network and the Internet. You will test the setup by having the user access the VPN from a remote
device, using FortiClient.

You can view a video of this configuration here.

1. Adding the FortiToken

Go to User & Device > FortiTokens New FortiToken

and create a new FortiToken.
Type Mobile Token
Set Type to Hard Token and enter the

FortiToken's Serial Number into the Comments _ / -
field provided. Serial Number | FTK2005CO5TBVEFS | Import
Note that the serial number, located on B
the back of the FortiToken device, is
case sensitive and must not be in use
elsewhere.
20 FortiToken Comprehensive Guide
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Configuration examples Example - IPsec VPN two-factor authentication with FortiToken-200

2. Editing the user and assigning the FortiToken

Go to User & Device > User . Edtuver |
Definition and edit elainemarley. User Name elainemarley
Disable
Select Enable Two-factor ® Password veenes
Authentication and select the token. Match user on LDAP server [Flease Select] *
Match user on RADIUS server [Please Select]
Select Add this user to groups Match user on TACACS+ server | [please Select] +

and add the user to FTK-users.
Contact Info
Email Address

SMS

# Enable Twe-factor Authentication
Token |FTK2005COSTBVAFE -
) Add this user to groups FTK-users EL¥)

OK Cancel

3. Configuring the IPsec VPN using the IPsec VPN Wizard

Goto VPN > IPSec Wizard and create

a new IPsec VPN tunnel.

Name FTK-VPN
Name the VPN connection (in the Template Type Site toSite Custom
example, FTK-VPN). Remote Device Type
@ 105 Native
Select the Remote Access template, Android Native
set Remote Device Type 2 Windows Native
to FortiClient VPN for OS X, & Cisco Client
Windows, and Android, Dialup - FortiClient (Windows, Mac OS, Android)

and select Next.

Internet

This FortiGate FortiClient

< Back Next > Cancel
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Set the Incoming Interface to the
Internet-facing interface (wan1).

Set Authentication Method to Pre-
shared Key and enter a pre-shared key.

Select the user group created earlier
(FTK-users) and select Next.

Set Local Interface to the
internal interface and set Local
Address to all.

Enter an IP address range for VPN users
in the Client Address Range field.
[tippy title="*" class="myclass"
showheader="false" width="auto"
height="auto"]Make sure no other
interfaces on the FortiGate are using the
same address range.[/tippy] A Subnet
Mask should already be set.

Select Next.

Configure additional Client
Options and select Create.

VPN Creation Wizard

Configuration examples

® VPNSetup > @ Authentication > @ Policy & Routing » @ Client Options

Incoming Interface

Authentication Method REEENEEIRGYE Signature

Pre-shared Key
User Group

@ wan1
ssssesse @
‘#FI’Kfusers -

FTK-VPN: Dialup - FortiClient (Windows, Mac OS, Android)

This FortiGate

< Back

VPN Creation Wizard

@ VPN Setup ) @ Authentication > @ Policy & Routing > @ Client Options
@ internal

Ba x
10.10.100.1-10.10.100.100

255.255.255.255

Use System DNS  ISJvldn

Local Interface

Local Address

Client Address Range
Subnet Mask

DNS Server

Internet

FortiClient

Next » Cancel

Enable IPv4 Split Tunnel [ @]

Allow Endpoint Registration @

FTK-VPN: Dialup - FortiClient (Windows, Mac OS, Android)

This FortiGate

VPN Creation Wizard

® VPNSetup » @ Authentication )» @ Policy & Routing » @ Client Options

Save Password [ ¢

Internet

FortiClient

< Back Next > Cancel

Auto Connect e J
Always Up (Keep Alive) (B

FTK-VPN: Dialup - FortiClient (Windows, Mac OS, Android)

This FortiGate

Internet

FortiClient

< Back Cancel
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A summary page will appear showing the VPN Creation Wizard

' . .
VPN's configuration.
@ The VPN has been set up

Summary of Created Objects
Split Tunnel Group FTK-VPN_split

Phase 1 Interface FTK-VPN
Phase 2 Interface FTK-VPN
Address FTK-VPN_range

Remote to Local Policy wvpn_FTK-VPN_remote
Endpoint Registration Enable

Printable FortiClient VPN Setup Instructions

Add Another Show Tunnel List

4. Connecting to the IPsec VPN

On your remote device, open the
FortiClient application, go to Remote
Access, and add a new connection.

VPN » Add Connection

VPN Type SSLVPN (@) IPsec VPN
Set VPN Type to IPsec VPN, and enter Connection Name | FTK-VPN
a Connection Name. Description
Set Remote Gateway to the IP address RemoteGutewey | 172212197
of the FortiGate, set Authentication Auchentioation Method [ Pre-Shared Key °
Method to Pre-Shared Key, and enter pro-Sharedkey — { ----...-
a Pre-Shal'ed Key Authentication (XAuth) Save Login
Username
The key must match the same key
entered in the wizard on the FortiGate Cancel Add
earlier.
When finished, select Add.
FortiToken Comprehensive Guide 23
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5. Results

Go to Remote Access and attempt to
log into the VPN as elainemarley.

You will then be prompted to enter a
FortiToken Code. Enter the code and
select OK.

FortiClient

FortiClient

Your system is fully protected by FortiClient

(/)

AntiVirus
Real-time Protection Enabled

Configuration examples

FEERTINET

Register Endpoint

VPN Name  FTKVPN LI - 2
Web Security Username | elainemarley
Web Security Disabled
\
= Password | esesesee
Remote Access
{“§ No VPN Connected
Connect

() Click the lock to make changes

Discover FortiClient Features /’\

@

FortiClient

FortiClient

Your system is fully protected by FortiClient

" Watch Now !

FEERTINET.

Register Endpoint

Connecting...
@ AntiVirus g
Real-time Protection Enabled .
VPN Name ~ FTKVPN ¢
Web Security Username
Web Security Disabled
f
Password
Remote Access
=% No VPN Connected Answer

FortiToken Code

Cancel

{4 Click the lock to make changes

Discover FortiClient Features /D\

OK

" Watch Now !
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The user is now successfully connected
to the IPsec VPN FTK-VPN.

To verify the user's connection, go to
FortiView > VPN.

You can also go to Monitor > IPsec
Monitor to view the tunnel's status, and
Monitor > FortiClient Monitor to view
the user and device.

FortiToken Comprehensive Guide
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[ FortiClient

— F FESRATINET,
\, FortiClient : :
A / Your system is fully protected by FortiClient RegistenEndpoint

@ AntiVirus
Real-time Protection Enabled FTK-VPN
1 g‘éJ , 10.10.100.1
@ Web Security _1psecty elainemarley
. Web Security Disabled J

0

Remote Access (- Duration 00:00:17
g‘ﬂ VPN is Connected =] Bytes Received 185.028 K
[ Bytes Sent 131.336 K

Disconnect

| Click the lock to make changes

Secure at home and away \ TS
Location-sensitive security features adjust as you move. 11 )
| Coamesr T
& | AddFilter | 5 minutes 24hours | &%

2 Connections

Connections ¥

1Connections

0 Connections

11:10 11:15 11:20 11:25 11:30 11:35 11:40 11:45 11:50 11:55 12:00 12:05

User Connections « Last Connection Time VPN Type | Bytes (Sent/Received) Duration
elainemarley 3 [ 3/8/2016, 115142 AM  ipsec 247.52kB I 2m39s
ame Tyoe Gateway & | 7 Status Incoming Data Outgoing Data Phase 2 Selectors

FTKVPN.D £ Dialup- FortiCllent (Windows, Mac 05, Andraid) 172.20.121.226 ouw 307.35K8 458 FTVeN
Device Address FortiClient Version

E] Undetected (1)
2 & Un-Registered (1)
0 10.10.100.1 elainemarley 10.10.100.1 527
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Example - Captive portal WiFi access with FortiToken-200

N | l [0
_|_ m Internet
= FortlToken—ZOU Fom'd'P FortiGate AN )_

Wireless
User

In this scenario, you will enforce two-factor authentication for WiFi users who have FortiToken-200 devices
through a captive portal. FortiToken-200 users who attempt to browse the Internet will be redirected to the
captive portal login page and asked to enter their username, password, and six-digit authentication code.

This scenario assumes that you already have a FortiAP unit connected and authorized to the FortiGate, and that
the SSID has been set up and configured to use captive portal. To see how to set up a wireless network through a
captive portal, see our online cookbook configuration: Captive portal WiFi access control.

This configuration is designed for a FortiToken-200 physical key generator. See step 2 for information about
using FortiToken Mobile.

You can view a video of this configuration here.

1. Adding the FortiToken

Go to User & Device > FortiTokens New FortiToken

and create a new FortiToken.
Type EIGRELUGHE Mobile Token

Comments | 0235

Set Type to Hard Token and enter
the Serial Number into the
field provided and select OK.

Serial Number [ FTK2005C05J55L7C | Import

26 FortiToken Comprehensive Guide
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Example - Captive portal WiFi access with FortiToken-200

2. Editing the user and assigning the FortiToken

Go to User & Device > User

Definition and edit the user (rgreen).

Select Enable Two-factor
Authentication and select the token
created earlier.

Select Add this user to groups
and add the user to the captive portal
user group (employees).

User Name rgreen

Disable
® Password  [yesess
Match user on LDAP server
Match user on RADIUS server

Match user on TACACS+ server

Contact Info
Email Address

SMS

# Enable Twe-factor Authentication
Token [FTK2005C05155L7C -

« Add this user to groups employees "

OK Cancel

This recipe is designed for a FortiToken-200 physical key generator. If the user has FortiToken Mobile, the
user's contact information must be included so that the FortiToken code can be sent to the user via Email or

SMS.

3. Results

When a user attempts to browse the
Internet, they will be redirected to the
captive portal login screen.

FortiToken Comprehensive Guide
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=:RTINET.
Authentication Required

Please enter your username and password to continue.

Username:
Password:

| Continue |
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Members of the FortiToken group

must enter their Username and
Password, but will then be redirected to
a screen requiring the user to enter

their Token Code.[tippy title="""
class="myclass" showheader="false"
width="auto" height="auto"|Retrieve the
code by pressing the button on the
FortiToken device.[/tippy]

Once the code is successfully entered,
the user will be redirected to the URL
originally requested.

On the FortiGate, go to Monitor > WiFi
Client Monitor to verify that the user is
authenticated.

Configuration examples

F:=RTINET

FortiToken Code Required

Token Code:

Continue

FortiAP User P Device Channel
(“)Kraven Local WiFi Radio (1) rgreen 11.12.13.15 @ 3c15:c2:€3:3c:22 6

Bandwidth Tx/Rx
115kbps I
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Example - FortiToken two-factor authentication with RADIUS on a
FortiAuthenticator

T}

FortiGate
- Internal

Network

tieed

FortiToken-200

FortiAuthenticator

In this scenario, you will set up FortiAuthenticator to function as a RADIUS server to allow SSL VPN users to
authenticate with a FortiToken-200.

This scenario assumes that you have already added the FortiToken, assigned it to the user, and added the user
to a group for FortiToken users on the FortiAuthenticator.

You will configure a user, FortiToken-200, the RADIUS client on the FortiAuthenticator, and the FortiGate to use
the FortiAuthenticator as a RADIUS server. You will then create the SSL VPN tunnel.

You can view a video of this configuration here.

1. Adding the FortiToken to FortiAuthenticator

On the FortiAuthenticator, goto Token type: ® FortiToken Hardware FortiToken Mabile
Authentication > User Management Add all FortiTokens from the same Purchase Order
> FortiTokens, and select Create New. Serial numbers: FTK2005CNJIWAZES
Make sure Token type iS Set tO You can also import multiple FortiTokens simultaneously from a file.
. L) [Import Muttiple]
FortiToken-200, and enter the
FortiToken's serial number into the field HE | aseth
provided.

The serial number, located on the back of
the FortiToken device, is case sensitive.
Note that the token can only be
registered to one device.
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2. Adding the FortiToken user to FortiAuthenticator

On the FortiAuthenticator, go Username: athreepwood
to Authentication > User password creation: ooty 2 paseaord -
Management > Local Users, and
Password: | sesseses
select Create New. asswor
Fassword confirmation: | sesssens

Enter a Username (gthreepwood), enter
and confirm a password, and make sure

that Allow RADIUS authentication is  e————————————

¥ Allow RADIUS authentication

Role: Administrator
enabled. o User
Select OK to access additional settings.
Enable account expiration
| OK | Cancel
Enable Token-based authentication, Usemame: giveepwood
select to deliver the token code by Disabled
FortiToken and Select the FOFtITOken | Password-based authentication [Change Password]
. ’ . ¥ Token-based authentication
added earller from the FortlTOken-zoo Deliver token code by: ® FortiToken Email SMS Test Token |
dropdown menu. FortiToken Hardware: | Frioopschanwaz x |« | FortiToken Mobile:  [pie lect .
Configure a temporary e-mail'SMS token
@ Allow RADIUS authentication
Enable account expiration
Next, go to Authentication > User Name: RemetaFortTokenlsers
Management > User Groups’ Create a Type Local Remote LDAP Remote RADIUS
: Users Available users @
user group (RemoteFortiTokenUsers), a atnrsepuooa 5
and add gthreepwood to the group. jacirackham -
Choose all visible © Remove all
30 FortiToken Comprehensive Guide
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3. Creating the RADIUS Client on FortiAuthenticator

On the FortiAuthenticator, go to

Authentication > RADIUS Service > Ofcerserver

Clients, and select Create New. Client nameilP: | 172 20121 56

Enter a name (OfficeServer), set Client Secret:

name/IP to the IP of the FortiGate, and

set a Secret. The secret is a pre-shared, Enable captive Credentials portal (URL: /caplogin/)
secure password that the FortiGate will porial: Social portal (URL: isocial_login/)
use to authenticate to the MAC address portal (URL: /malogin/}
FortiAuthenticator.

Set Authentication method to Enforce Profie name: Defaut

two-factor authentication, set peserptor:

Apply this profile based on RADIUS attributes

Realms to local | Local users, and
add RemoteFortiTokenUsers to the
Groups filter.

Authentication method @ Enforce two-factor authentication
Apply two-factor authentication i available (authenticate any user]
Password-only authentication (exclude users without a password
FortiToken-only authentication (exclude users without a FortiToken

Note the Username input format. This
. Realms
is the format that the user must use to
Use Windows
enter their username in the web portal. ' ADdomain | Groups @

authentication

. ) Filter

local | Local users ¥
RemoteFortiTokenUsers
[Exdi]

4. Connecting the FortiGate to the RADIUS Server

On the FortiGate, go to User & Device Name OfficeRADIUS
> RADIUS Servers, and select Create Primary Server IP/Name 172.20.121.127
NeW. Primary Server Secret R Test Connectivity

Secondary Server IP/Name

Enter a Name (OfficeRADIUS), set
Primary Server IP/Name to the IP of
the FortiAuthenticator, and enter

the Secret created before.

Secondary Server Secret est Connectivit

Authentication Method DEETIM Specify
NAS IP / Called Station ID

Include in every User -
Group Test RADIUS Connectivity x

Test the connectivity and enter the
credentials for gthreepwood. The test ®
should come back with a successful
connection.

The FortiGate can now log into the
RADIUS client added earlier to

the FortiAuthenticator.

Successful

OK
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On the FortiGate, go to User & Device
> User Groups, and select Create
New.

Enter a Name (SSLVPNGroup), and
under Remote groups, select Create
New.

Select OfficeRADIUS under the
Remote Server dropdown menu.

Name SSLVPNgroup
Type ® Firewall Fortinet Single Sign-Cn (FSSO) Guest - RADIUS Single Sign-On (RSSC)
Members Click to add... -

Remote groups

@ Create New |2

OfficeRADIUS Any

5. Configuring the SSL VPN on FortiGate

On the FortiGate, go to VPN > SSL-
VPN Portals, and edit the full-
access portal.

Disable Split Tunneling.

Go to VPN > SSL-VPN Settings.

Under Connection Settings set Listen
on Portto 10443.

Under Tunnel Mode Client Settings,
select Specify custom IP ranges
and set it to SSLVPN_TUNNEL _
ADDRA1.

Under Authentication/Portal
Mapping, select Create New.

Assign the SSLVPNGroup user group to
the full-access portal, and assign All
Other Users/Groups to web-access —
this will grant all other users access to the
web portal only.

© Tunnel Mode
Enable Split Tunneling €

Source IP Pools T3 SSLVPN_TUNNEL_ADDR1 X

Connection Settings €

Listen on Interface(s) wan1 (FWF1) o|®

Listen on Port 10443

Restrict Access Limit access to specific hosts
Idle Logout L

Inactive For 300 Seconds

Server Certificate Fortinet_Factory v

Require Client Certificate ¥

Tunnel Mode Client Settings €

Address Range Automatically assign addresses ]S uTE Gl I ENEE
IP Ranges SSLVPN_TUNNEL_ADDR1 30+
DNS Server Same as client system DNS Jsl=ldi3%

Specify WINS Servers

Allow Endpoint Registration

Authentication/Portal Mapping €

== CreateNew | [# Edit  Tif Delete
Users/Groups Realm Portal
SSLVPNGroup / full-access
All Other Users/Groups ! web-access
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Go to Policy & Objects > IPv4
Policy and create a new SSL-VPN

policy.

Set Incoming Interface to the SSL-
VPN tunnel interface and set
Outgoing Interface to the Internet-
facing interface.

Set Source to the SSLVPNGroup user
group and set Destination Address to
all.

Set Schedule to always, Service to
ALL, and enable NAT.

6. Results

From a remote device, open a web
browser and navigate to the SSL VPN
web portal (https://FortiGate-IP:10443).

Enter gthreepwood's credentials and
select Login.

Note that the username has to be
entered in the format 'realm\username’,
as per the client configuration on the
FortiAuthenticator (in this example,
local\gthreepwood).

The user will then be prompted to enter
their FortiToken code.

FortiToken Comprehensive Guide
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Name | ssl.root-wanl |

Incoming Interface () SSL-VPN tunnel interface (ssl.roc % ‘

Qutgoing Interface | © FWF1(wan1) x ‘
Source i all x
285 SSLVPNGroup x
Destination Address | B an x ‘
Schedule | lo always v ‘
Service WAL x |

Action a3l DENY

L .
= _= Please Login

Name

Password

- 5
= = Please Login

local\gthreepwood

| FortiToken

Example - FortiToken two-factor authentication with RADIUS on a FortiAuthenticator
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Once the code is successfully entered,
gthreepwood will successfully log into
the SSL VPN Portal.

On the FortiGate, go to Monitor > SSL-
VPN Monitor to confirm the user's
connection.

Configuration examples

SSL-VPN Portal

Download FortiClient v

(£ Quick Connection 4+ New Bookmark

History

1 local\gthreepwood 172.20.121.57

Thu Feb 25 11:55:48 2016
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Example - Third-party token activation with Google

! g

2-Step
Verification

—

User FortiToken
Mobile

Example - Third-party token activation with Google

In this scenario, you will enable Google's "2-Step Verification" and add the Google token to your FortiToken
Mobile for third-party two-factor authentication.

1. Configure Google 2-Step Verification on the browser

Open a browser and log in to your
Google account at
https://myaccount.google.com.

Select Sign-in & security.

Under Signing in to Google, select 2-
Step Verification (re-enter your
password if necessary) and select Start
setup.

FortiToken Comprehensive Guide
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B Sign-in & security

Signing in with 2-step verification

Signing in will be diflerent

Keep it simple

You'll stll be covered:

Help keep others out

2-step verification

Keep the bad guys out
of your account by using
both your password and
your phone.
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Enter your phone number, select to have et up your phone
your code sent to you by Text message o ? ! ‘

(SMS), and select Send code. Which phone should we send codes to?

Shortly afterwardS yOU Wl” rece've an Google will send a numeric code to your phone whenever you sign in from an
. L. untrusted computer or device.
SMS text message with a 6-digit Phone number R

verification code. 141 - 2042348678 v IR ey ooty

How should we send you codes?
® Text message (SMS)

Voice Call

Enter the verification code in your Verify your phone
browser and select Verify. ! o ’ !

We sent a text message to (204) 234-5678 with a code

Enter verification code

erfization ¢ odes are & digis ong

« Back m Didn't get the code?

Elect to Trust this computer and select Trust this computer?
Next. 1 2 o 4

Verification codes on this computer

If you lese your phone. you might be able tc access your account from a trusted
computer without needing a code. We recommend that you make this a trusted
computer only if you trust the people who have access to it

v Trust this computer

You can always change which computers you trust in your Google At count seftings

o (20

To confirm the 2-Step Verification set up, Confirm
select Confirm. ! 2 3 o

Turn on 2-step verification

You'll only be asked for a code whenever you sign in using your account from an
untrusted computer or device.

If you lose your phone, you can always change it in account settings.
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Configuration examples

You will be redirected to your Google 2-

Step Verification page.
Select Switch to app.

Select your phone type (Android,
iPhone, or Blackberry) and select
Continue.
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Example - Third-party token activation with Google

Verification codes App-specific Registered computers Security Keys

passwords

PRIMARY WAY YOU RECEIVE CODES

Primary number
E (613) 261-4208 Edit
Codes sent via: Text message

Added on Feb 11, 2016

Get codes via our mobile app instead
Our app for Android, iPhone, or BlackBerry even
works when your device has no data or phone

connectivity.

Switch to the Google Authenticator app

We'll still ask for codes when you (or anyone else) tries to sign in to your
account from other computers or devices. With this option, you'll receive
verification codes from the Goegle Authenticator app. You can still use
SMS/voice as a backup. Select your phone type:

Android

iPhone

BlackBerry

m Caneel
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Example - Third-party token activation with Google Configuration examples

2. Add Google 2-Step Verification to FortiToken

Open FortiToken Mobile on your phone and enter your 4-digit PIN.

Select Add account.

Select Scan Barcode or Enter

Manually.
y @ FortiToken Mobile

If you choose to Enter Manually, make
sure to select 3rd Party Accounts >
Other. The account name will be the
email address of the user. Scan or enter the key to add token

Welcome to Fortinet Token App

Scan Barcode Enter Manually

=:RATINET.
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Configuration examples

Scan the barcode presented in the
Google Authenticator set up window, or
select Can't scan the barcode? to view
and enter the secret key into FortiToken
Mobile manually.

FortiToken Mobile will begin producing
Google authentication codes.
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Example - Third-party token activation with Google

Set up Google Authenticator
Install the Google Authenticator app for Android.
1. On your phone, go to the Google Play Store,

2. Search for Google Authenticator.
(Download from the Google Play Store)

3. Downlead and install the application.

Now open and configure Google Authenticator.
1. In Google Authenticator, touch Menu and select "Set up account.”
2. Select "Scan a barcode "

3. Use your phene's camera to scan this barcode.

Can't scan the barcode?
1. In Google Authenticater, teuch Menu and select "Set up account.”

2. Select "Enter provided key"
3. In "Enter account name" type your full email address

4. In "Enter your key" type your secret key

6vrj tgnc abty g72g vhed gpyu dggx
f3s4

Spaces don't matter

5. Key type: make sure "Time-based" is selected

6. Tap Add

iy or 9 4 w4 16:08

@ FortiToken Mobile :

526496

Expires in 25 seconds

Secured by Fortinet

F:=RTINET
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Example - Third-party token activation with Google Configuration examples

In the Google Authenticator set up Once you have scanned the barcode, enter the G-digit verification code
window, enter the 6-digit code presented generated by the Authenticator app.

in FortiToken Mobile and select Verify Code: | 525496 e I

and Save.

3. Results

When attempting to log in to a Google
account (Gmail or YouTube for GO gle

example), the user will be prompted to
enter their verification code.

2-Step Verification

Enter the code displayed in FortiToken
Mobile and select Done. Use your device to sign in to your Google Account.

Enter verification code

Get a verification code from the "Google
Authenticator" app

Enter the 6-digit code

¢/ Don't ask again on this computer

Try another way to sign in
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Reference

The following section provides additional reference information for FortiToken-200, FortiToken-200CD, and
FortiToken Mobile.

The FortiToken-200CD uses the serial number prefix FTK211 on the back side of the
& ! /, physical token in order to distinguish it from the standard FortiToken-200, which uses
q the serial number prefix FTK200.

FortiToken Mobile uses the serial letter prefix FTKMOB.

FortiToken platform scalability

The following table shows the maximum number of FortiTokens that can be assigned to certain FortiGate and
FortiAuthenticator models. Note that FortiToken is also supported on specific FortiWiFi models.

All data for this table was taken from the following Product Matrix datasheet.

30D / 30E 20
50E/ 60D/ 60E/ 70D/ 80D / 90 series 100
100D/ 140D / 200D / 240D / 280D POE / 300D / 400D / 500D / 600D / 1,000
800C /900D

1000D / 1200D / 1500D / 3000D / 3100D / 3200D / 3700D / 3810D / 3815D

/5001D 5,000

VMware / Xen/ AWS / AWS on Demand / KVN / Hyper V

200D 500

400C 2,000

1000D 10,000

3000D 40,000

VM BASE to VM-100000-UG 200 to 200,000+
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Drift adjustment Reference

Drift adjustment

If a user experiences clock drift, it may be the result of incorrect device time settings. If so, make sure that the
mobile device clock is accurate by confirming the network time and correct timezone.

If the device clock is set correctly, the issue may be the result of the FortiAuthenticator unit and FortiTokens being
initialized prior to setting an NTP server -- this will result in a time difference that is too large to correct with the
synchronize function. To avoid this, selected tokens can be manually drift adjusted.

The following procedure is intended to be used only in special cases where some

S : !, FortiTokens are severely out-of-sync, for example, when a token is switched from
? manual configuration to NTP control. Under normal circumstances, this is not
] required.

Only activated FortiTokens can be adjusted.

To perform time drift adjustment on a FortiToken:

1. Inabrowser,gotohttps://<FortiAuthenticator-IP-Address>/admin/fac_
auth/fortitokendrift/.

2. Select the FortiToken to adjust and select Adjust Drift.

3. Enter the required Time adjustment in minutes.
Include a minus sign (=) for a negative value, but don't use a plus sign (+) for a positive value.

4. Select OK to adjust the token drift by the specified time.

Diagnosing FortiToken on the FortiGate

42

The following diagnose debug command will show a list of your FortiTokens, their drift, and status:

diag fortitoken info

FORTITOKEN DRIFT STATUS
FTK200XXXXXXXXXX 0 new
FTK211XXXXXXXXXX 0 new
FTKMOBXXXXXXXXXX 0 new

Total activated token: O
Total global activated token: O

Token server status: reachable

Status outputs:
e nNew
Newly added to the FortiGate and not assigned to a user.

e active
Assigned to a user. This output is for FortiToken-200 and 200 CD only.

e provisioned

FortiToken Comprehensive Guide
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Reference FortiToken provisioning with FortiAuthenticator REST API

User has activated their token and is assigned to them. This output is for FortiToken Mobile only.
e provision timeout

The administrator has set the token to the user, but the user has not activated the token within the
timeout period. The token must be re-provisioned to the user.

e token already activated, and seed won't be returned

FortiToken-200 has been added, removed, and re-added to the FortiGate. FortiToken-200 can only be
transferred from one FortiGate or FortiAuthenticator device to another by contacting customer support.

e activation error (token not exist in FortiGuard)

FortiToken-200 CD has been imported with the activation CD, but there is no contact to the FortiGuard
server. Contact customer support.

\‘éﬁ When contacting customer support, you must provide the FortiToken serial number,

as well as the FortiGate or FortiAuthenticator serial number to which the token is
assigned.

FortiToken provisioning with FortiAuthenticator REST API

The FortiAuthenticator API can be accessed (without additional cost or licensing) so that third-party user
provisioning systems can confirm which FortiTokens are available to be provisioned to a user.

For the API to be accessible, a user must be granted administrator privileges so that they can log in. To view the
FortiToken resource, cURL is being used to make the requests. For more information on how to do this, see the
FortiAuthenticator REST API Solution Guide.

Accessing the REST API
To access the REST API resource, you must browse to the following URL:
https://[server_name]/api/[api_version]/[resource]/

« server_name: Name or IP address of the FortiAuthenticator.
« api_version: API version to be used (currently v1).
« resource: Resource of part of config to be viewed.

For the purposes of accessing FortiToken information, the resource is /fortitokens/.

Al
‘Q' To view a list of all the available resource end-points, send a request to https://

[server_name]/api/v1/?format=xml.

FortiToken resource - ffortitokens/

URL.: https://[server_name]/api/[api_version]/fortitokens/
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FortiToken provisioning with FortiAuthenticator REST API

44

Reference

In this FortiAuthenticator GUI, this resource corresponds to Authentication > User Management
> FortiTokens. As mentioned earlier, this API is used by third-party user provisioning systems to confirm which

FortiTokens are available to be provisioned to a user.

Supported Fields

Field Display Name Required Other Restriction

serial Serial number string No

type Type string No Either ftk or ftm.

status  Status string No Eithernew, available, pending, orassigned.

Allowed methods
Type Allowed Methods Action

List GET Get all FortiTokens.

Allowed filters

Field Lookup Expressions Values

serial exact, iexact

type exact, iexact Either ftk or ftm.

status exact, iexact Either new, available, pending, orassigned

View all tokens

JSON Query

o JSON specified via GET

curl -k -v -u "admin:zeyDZXmP6GbKcergdWWEYNTnH2TaOCz5HTp2dAVS"
https://192.168.0.122/api/vl/fortitokens/?format=json

Response

HTTP/1.1 200 OK

Date: Mon, 09 Jun 2014 18:17:42 GMT
Server: Apache

Vary: Accept,Accept-Language,Cookie
X-Frame-Options: SAMEORIGIN
Content-Language: en

Cache-Control: no-cache
Transfer-Encoding: chunked
Content-Type: application/json

* AN AN AN AN AN AN ANA

Connection #0 to host 192.168.0.122 left intact
Closing connection #0

*

FortiToken Comprehensive Guide
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{"meta": {"limit": 20, "next": null, "offset": 0, "previous": null, "total count": 2},
"objects": [{"resource uri": "/api/vl/fortitokens/1/", "serial": "FTKMOB44142CCBF3",
"status": "available", "type": "ftm"}, {"resource uri": "/api/vl/fortitokens/2/",
"serial™: "FTKMOB4471BB94D1", "status": "available", "type": "ftm"}]}

View subset of tokens using filters

This example shows how to obtain a list of specific tokens, for example the first available FortiToken Mobile
(FTM) token.

JSON Query

o JSON specified via GET

curl -k -v -u "admin:zeyDZXmP6GbKcergqdWWEYNTnH2TaOCz5HTp2dAVS" -H 'Accept:
application/json'
"https://192.168.0.122/api/vl/fortitokens/?format=json&type=ftm&status=availableslimit
=1"

\ L}
‘?' The URL requires additional quoting in this case otherwise the Unix CLI treats the "&"
as an instruction to place the cURL command into the background.

Response

HTTP/1.1 200 OK

Date: Mon, 09 Jun 2014 18:17:42 GMT
Server: Apache

Vary: Accept,Accept-Language,Cookie
X-Frame-Options: SAMEORIGIN
Content-Language: en

Cache-Control: no-cache
Transfer-Encoding: chunked
Content-Type: application/json

* AN A A A AN NN ANA

Connection #0 to host 192.168.0.122 left intact

* Closing connection #0

{"meta": {"limit": 1, "next":
"/api/vl/fortitokens/?status=available&type=ftm&offset=1&limit=1&format=json",
"offset": 0, "previous": null, "total count": 2}, "objects": [{"resource uri":
"/api/vl/fortitokens/1/", "serial": "FTKMOB44142CCBF3", "status": "available", "type":
"ftm"} ]}

Authentication resource - /auth/
URL.: https://[server_name]/api/[api_version]/auth/

The Authentication API is for validation of user credentials. Either the password, token, or both can be validated.
This is useful for adding an additional factor authentication (e.g. token) to web portals where the first factor has
already been locally validated (e.g. via LDAP, local DB, or a proprietary, unsupported authentication method).

To authenticate a user, you need to POST to https://[server_name]/api/v1/auth/ with the following key-value pair
(in JSON format, but XML is also possible):

{"username": "<username>", "token code": "<token code>", "password":
"<password>"}
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The token code andpassword fields are optional, i.e. you can validate the token only, or the password only.
If both token and password are specified, the password will be validated first before the token code. Furthermore,
if a user doesn't have two-factor authentication configured, validation for that user with any token code will
fail.

Supported fields
Display Name Required Other Restriction
username Username string Yes
password Password string No
token_ Security token string  No Supported token authentication: FortiToken, email
code code token, SMS token

Allowed methods
Type Allowed Methods Action
List POST Validate user's credentials

Response codes

In addition to the general response codes, a POST request to this resource can result in the following return
codes:

Code Response Content Description
200 OK User is successfully authenticated.

401 Unauthorized User authentication failed Credentials are incorrect.

401 Unauthorized  Account is disabled User account is currently disabled.

401 Unauthorized No token configured User does not have token-based authentication configured.
401 Unauthorized Token is out of sync The security token requires synchronization.

404 Not Found User does not exist The given username does not exist in the system.

To see the general response codes, see the FortiAuthenticator REST API Solution Guide (Appendix A -
API Response Codes).

Validate a user password

JSON Query

» JSON specified via Accept Header

curl -k -v -u "admin:zeyDZXmP6GbKcergdWWEYNTnH2TaOCz5HTp2dAVS" -d '
{"username":"testuser", "password":"testpass"}' -H "Content-Type: application/json"
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https://192.168.0.122/api/v1/auth/

Response

HTTP/1.1 200 OK

Date: Fri, 14 Sep 2012 15:38:57 GMT

Server: Apache

Vary: Cookie

Set-Cookie: sessionid=6b17c5bbb86419a94f6979a050bd84139; httponly; Path=/
Content-Length: 0

Content-Type: text/html; charset=utf-8

AN NN AN AN AN A

Validate a users token code

JSON Query

« JSON specified via Content-Type Header

curl -k -v -u "admin:zeyDZXmP6GbKcergdWWEYNTnH2TaOCz5HTp2dAVS" —-d '
{"username":"testuser", "token code":"893753"}' -H "Content-Type: application/json"
https://192.168.0.122/api/v1/auth/

Response

HTTP/1.1 200 OK

Date: Fri, 14 Sep 2012 15:47:22 GMT

Server: Apache

Vary: Cookie

Set-Cookie: sessionid=fl15beeabl59a4bf2d0402a05db40d6ae; httponly; Path=/
Content-Length: 0

Content-Type: text/html; charset=utf-8

AN AN AN NN AN A

Error states

Response (incorrect password)

HTTP/1.1 401 UNAUTHORIZED

Date: Thu, 13 Sep 2012 13:57:24 GMT

Server: Apache

Vary: Cookie

Set-Cookie: sessionid=abe8bac6fc50cafbSeadfle57£0c60e3e; httponly; Path=/
Content-Length: 26

Content-Type: text/html; charset=utf-8

Response (incorrect token code)

HTTP/1.1 401 UNAUTHORIZED

Date: Thu, 13 Sep 2012 13:55:18 GMT

Server: Apache

Vary: Cookie

Set-Cookie: sessionid=e95090804ee0e3b8903618138b38a5c8; httponly; Path=/
Content-Length: 26

Content-Type: text/html; charset=utf-8
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Response (incorrect username)

HTTP/1.1 404 NOT FOUND

Date: Thu, 13 Sep 2012 13:58:54 GMT

Server: Apache

Vary: Cookie

Set-Cookie: sessionid=3b353061d9141567c02bb0d057018284; httponly; Path=/
Content-Length: 19

Content-Type: text/html; charset=utf-8
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